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Meet   Bobbie  

 

September   25th  

 

It   was   raining   outside,   her   coffee   had   gone   cold   and   her   so-called   friend   was  

laughing   at   her:   Bobbie’s   day   just   wasn’t   getting   any   better.   

“I   need   more   coffee,”   she   announced   and   headed   to   the   counter.   “You   can   get  

your   own,”   she   shot   over   her   shoulder   at   Jim   who   was   still   giggling   to   himself.  

‘This   isn’t   that   funny,’   she   thought.   ‘Is   it…?’  

At   least   Jim   had   stopped   giggling   by   the   time   she   returned   and   sat   down   but   she  

couldn’t   help   glaring   at   him   still.   He   raised   his   hands   in   surrender   but   was   still  

smiling.  

“Listen,”   he   said.   “You   know   I’m   your   biggest   fan,   right?”  

“I   thought   you   did   up   until   about   ten   minutes   ago,”   she   shot   back   at   her   old  

boss.  

He   lowered   his   hands,   still   smiling   but   looking   a   little   more   serious.  

“Come   on,   Bobbie,   do   you   really   think   I’m   laughing   at   you?   This   is   classic  

Xavier.   That’s   what’s   got   me   laughing   like   a   drain.   I’m   just   glad   that   the   new  

hot-shot   HSE   manager’s   going   to   have   to   deal   with   this   instead   of   me,   now   that  

I’m   retired   and   everything.”  

“I’m   the   new   HSE   manager,”   she   responded   through   gritted   teeth.  

 



 

“Like   I   said,”   he   grinned,   “a   real   hot-shot.”  

Jim   leaned   forward,   looking   dead   serious   now.  

“Look,   Bobbie,   you’re   all   over   this.   Do   you   think   I   was   going   to   retire   and  

recommend   that   you   take   over   just   to   make   you   feel   good?   Of   course   not!   You’d  

picked   up   everything   that   I   knew   in   your   first   couple   of   years   and   you   were   way  

ahead   of   me   long   before   it   was   time   for   me   to   step   aside.   So   yeah,   you   are   a  

hot-shot   but   in   a   good   way.”  

He   paused   for   a   sip   of   coffee   and   grimaced.   

“Ugh!   This   is   awful.   Let   me   freshen   this   up   and   let’s   talk   seriously   about   what’s  

on   your   mind.”  

Once   Jim   was   back   and   settled,   Bobbie   recounted   the   meeting   she   had   had   with  

Xavier,   the   firm’s   owner,   that   morning.  

 

-   -   -   -   -  

 

‘Today   is   going   to   be   a   good   day,’   Bobbie   thought   to   herself   as   she   pulled   into  

the   parking   lot   outside   the   XYZ   Co   offices.   She   could   see   people   setting   up   in   the  

fabrication   yard   and   there   were   already   the   flashes   of   welding   coming   from   inside  

the   main   shop.   The   new   contract   for   one   of   the   oil   majors   was   just   getting  

underway   and   everyone   was   excited   about   the   opportunity   to   deploy   their   new  

deepwater   technology   on   such   a   large   scale.   As   HSE   manager   for   XYZ   Co,   the  

contract   wasn’t   as   important   to   her   as   the   opportunity   to   show   off   their   systems  

 



 

when   the   client’s   HSE   team   came   around   later   that   day.  

By   noon,   she   was   back   at   her   desk,   visit   over   and   able   to   start   to   clear   the   email  

that   had   mounted   up   that   morning,   But   even   a   full   inbox   couldn’t   damper   her  

spirits.   The   HSE   team   had   been   impressed   with   the   XYZ   Co   safety   set-up   and   had  

described   it   as   one   of   the   best   they’d   seen.   

‘A   good   day   indeed,’   she   thought.   ‘I   should   tell   Jim.   He’d   get   a   kick   out   of  

hearing   that   kind   of   praise.’  

As   she   cleared   the   backlog   of   mail,   she   noticed   a   message   pop   up   from   Debbie,  

the   CEO’s   PA,   asking   if   she   could   meet   Xavier   at   short   notice   to   discuss   something  

“urgent”.  

‘No   problem’   she   replied   with   a   smiley   face   at   the   end:   Xavier   was   a   great   boss  

but   he   did   have   a   habit   of   derailing   everyone’s   projects   with   his   new   ideas.   Bobbie  

knew   that   this   “urgent”   project   would   probably   be   forgotten   by   the   weekend   but  

she   was   still   curious   to   hear   what   the   CEO   had   on   his   mind.   She   was   looking   for   a  

new   project   to   get   her   teeth   into.  

Half   an   hour   later   she   checked   in   with   Debbie   and   chatted   for   a   few   minutes  

before   heading   into   Xavier’s   office.   Having   been   there   for   only   five   years,   Bobbie  

was   still   something   of   a   ‘new’   employee   relatively   speaking:   most   other   employees  

had   been   there   for   10   years   or   more.   Debbie   had   been   there   since   the   beginning,  

keeping   everything   running   as   a   mix   of   PA   to   the   CEO,   Drill   Sergeant   and   big  

sister.  

“He’s   in   a   very   good   mood,”   she   told   Bobbie,   “but   I   have   no   idea   what   today’s  

 



 

big   idea   is.   Good   luck!”   

As   soon   as   Bobbie   entered   Xavier’s   office,   he   jumped   out   his   seat.  

“There   she   is!   The   best   HSE   manager   they’ve   ever   seen!”  

He   came   around   his   desk   and   stuck   out   his   hand.  

“Great   work   Bobbie,”   Xavier   said   as   he   shook   her   hand.   “That’s   praise   indeed  

from   those   guys.   They   are   sticklers   for   the   rules.   You   did   us   proud   today.”  

He   waved   her   into   a   seat   as   he   sat   back   down.  

“Thanks   Boss,”   she   started,   “but   you   know   it   wasn’t   just   me.   Everyone   pulled  

together   to   get   those   systems   in   place   and    Jim   left   things   in   good   shape.”  

“Jim!?!   That   old   bum?   You’ve   been   running   the   HSE   shop   for   years   -   this   is  

your   work.   Nothing   to   do   with   that   antique.”  

They   both   grinned   as   he   abused   her   former   boss   who   also   happened   to   be   one  

of   Xavier’s   oldest   friends   and   Debbie’s   husband.  

Xavier   leaned   in   and   looked   at   her   seriously.  

“Listen   Bobbie,   I’m   serious.   Today’s   visit   was   a   big   deal   and   we   came   out   of   it  

with   flying   colors.   A   big   part   of   that   was   your   doing   so   thank   you.   I   know   we   all  

play   a   part   in   safety   but   you’ve   done   amazing   work   here   keeping   us   safe   and  

making   us   more   effective.   I   don’t   know   if   we   would   have   landed   this   contract  

without   your   input.   So   thank   you.”  

“Thanks   Xavier,   that   means   a   lot,”   she   replied.   “Anyway,   was   that   what   was   so  

urgent?   Telling   me   how   great   I   am.”  

Xavier   smiled.   “Well,   that   is   important   but   that’s   not   the   urgent   thing.”  

 



 

He   leaned   back   and   launched   into   his   story.   

“So   here’s   the   deal,   Bobbie.    After   we   completed   the   tour,   I   was   shooting   the  

breeze   with   Frank,   the   head   of   the   inspection   team.   We   worked   together   years   ago  

offshore   and   we   were   busy   telling   each   other   how   old   we   looked.”  

“Anyway,   we   got   a   bit   more   serious   and   were   discussing   the   industry   and   at   one  

point   and   asked   me   what   kept   me   up   at   night.    Well,   that   stumped   me   a   bit,   as   I  

have   to   confess   I   sleep   pretty   well   when   my   back’s   not   bothering   me,   so   I   just  

replied   that   the   Texans   starting   line-up   always   causes   me   some   anxiety   and   we   had  

a   good   laugh.”   

“But   here’s   the   thing   Bobbie,   I’m   getting   asked   this   kind   of   question   more   and  

more.   I   have   a   good   handle   on   the   day-to-day   in   the   plant   and   the   financials   but  

things   are   moving   pretty   fast   in   the   business.   The   technology   is   changing   faster  

than   I   can   keep   up   sometimes,   we’ve   got   our   facility   in   Cameroon   now   and   we  

seem   to   have   different   export   regulations   every   couple   of   years.”   

“Basically,   we   need   to   have   a   better   handle   on   our   risks.    I   think   we   manage  

things   pretty   well   on   a   day-to-day   basis   and   are   good   at   firefighting   when   things   go  

wrong   but   I   think   we   need   to   formalize   this   a   bit.”  

He   leaned   forward   and   planted   his   elbows   on   the   desk,   looking   her   right   in   the  

eye.  

“So   what   do   you   say,   can   you   put   together   a   risk   assessment   of   the   business   for  

me?   I’d   like   to   have   something   to   discuss   at   the   next   Board   meeting   in   the   middle  

of   October.”   

 



 

After   a   bit   more   discussion,   Bobbie   headed   back   to   her   office   knowing   three  

things   about   the   project:   she   had   to   conduct   a   risk   assessment,   she   had   three   weeks  

to   do   it   and   she   had   no   idea   what   that   entailed….  

 

-   -   -   -   -  

 

Jim   let   out   a   low   whistle   when   she   was   done   retelling   the   earlier   part   of   her   day  

and   sat   quietly   for   a   moment.  

Suddenly,   he   gave   a   big   grin.  

“Great   work,   kid.   I’m   super   proud   of   you.   No,   don’t   interrupt.   Those   guys  

kicked   my   ass   the   last   time   they   came   around.   It   was   just   before   you   started   and  

they   gave   me   a   hard   time   saying   that   we   were   ‘adequate’   but   they   had   some  

concerns   in   the   long   term   about   our   ability   to   handle   a   complex   contract.   We   didn’t  

lose   the   contract   then   just   because   of   HSE   but   I   know   I   certainly   didn’t   help.”  

“Ok,   so   let’s   get   back   to   what’s   on   your   mind.   He   wants   a   risk   assessment   of   the  

whole   business   in   three   weeks?   Well,   that   is   a   big   lift   I   guess.   But   you’ve   done  

assessments   before.   What’s   the   big   deal?”  

Bobbie   sighed.  

“Jim,   this   is   an   assessment   of   the   whole   business.   HSE,   operations,   marketing,  

finance,   supply   chain.   You   name   it,   he   wants   it   covered.   That’s   huge.   Plus,   what   do  

I   know   about   our   marketing   or   supply   chain?   I   don’t   touch   that   stuff.”  

Jim   thought   for   a   while   until   he   gave   a   sly   smile.  

 



 

“That’s   the   point,   I   think.   Xavier   wants   someone   who   knows   the   firm   but   doesn’t  

get   involved   in   the   business   side   to   do   the   assessment.   Think   about   it.   Who   else  

could   do   this   and   be   objective?   Your   portfolio   is   audited   to   death   and   you’ve  

passed   with   flying   colors   so   there’s   not   going   to   be   any   surprises   there.   But   what  

about   our   financial   risks,   or   R&D   or   things   we   need   to   think   about   in   Cameroon?  

Who   else   could   review   that   without   being   biased.”  

He   paused   before   continuing.  

“Plus   Xavier   knows   you   are   all   about   systems   and   processes.   Honestly,   I   don’t  

think   anyone   else   could   do   this.”  

“But   I   don’t   know   where   to   start.”   She   replied   in   frustration.   “And   why   three  

weeks?   That’s   insanely   fast.”  

Jim   looked   at   her   fondly.  

“It’s   fast   for   you,   Bobbie,   but   Xav’s   been   around   a   long   time.   We   started   this  

business   in   the   70s,   before   you   were   even   born.   By   our   age,   you   get   to   understand  

that   it’s   best   to   get   things   done   sooner   rather   than   later.”  

“Plus,   this   is   a   good   thing”   he   continued   with   a   big   grin.   “The   old   goat   won’t  

have   time   to   get   distracted   by   something   else   in   the   meantime.   If   it   was   due   in   three  

months,   you’d   be   on   your   fourth   “urgent”   project   before   you   finished   this   one.   You  

know   what   he’s   like.”  

“Anyway,   you   know   this   isn’t   my   area   of   expertise   but   I   do   have   one   thing   you  

don’t   have.”  

“An   AARP   card?”   she   asked,   sweetly.  

 



 

“It’s   a   good   thing   we   don’t   still   work   together,”   he   replied   with   mock   severity,  

“that’s   age-based   hostility   and   I’d   have   to   report   you   to   HR.”  

“No,”   he   continued,   “I   have   time.   So   let   me   know   what   I   can   do   to   help.  

Frankly,   I’m   bored   out   my   mind   when   I’m   not   minding   the   house   and   I   fancy   a  

little   project.   Just   don’t   let   Xavier   know   -   he’ll   try   to   pull   me   in   with   some  

consultant   nonsense.   Let   me   help   you   build   the   process   in   the   background   but   the  

actual   assessment   is   up   to   you.   Deal?”  

“Deal,”   she   replied   stretching   out   her   hand.  

“Great,”   he   said   as   they   shook.   “Now,   let’s   get   some   more   coffee   and   work   out  

what   it   is   we   need   to   work   out.”  

 

 

  

 



 

Introduction  

 

Bobbie   isn’t   real.   Not   completely   real   anyway.   But   she’s   probably   going   to  

seem   very   familiar   if   you’re   reading   this   book.   

She’s   suddenly   found   herself   responsible   for   risk   management   within   her  

business,   specifically   completing   a   comprehensive   risk   assessment.   But   this   isn’t  

her   area   of   expertise   and   she’s   short   of   resources,   primarily   time.  

So   she   needs   a   process   for   conducting   the   risk   assessment,   a   roadmap   to   help  

her   through   the   process   and   a   set   of   tools   and   templates   she   can   utilize   along   the  

way.   

But   she’s   starting   from   scratch.  

You   might   have   found   yourself   in   this   position.   You   might   even   be   in   this  

position   right   now   which   may   be   why   you’re   holding   this   book.   Bobbie’s  

situation   might   sound   very   familiar.  

I   does   to   me.   

I   was   in   this   position   several   times   for   the   first   four   or   five   years   of   my  

commercial   career.   I   was   learning   on   the   job,   often   scrambling   to   find   the  

resources   I   needed   and   usually   felt   that   I   was   missing   something.   

Luckily,   I   knew   a   lot   of   Jims.  

Jim   is   also   fictitious   but   Jim   is   an   amalgamation   of   the   dozens   and   dozens   of  

people   who   have   been   patient   with   me   over   the   years,   teaching   me   everything  

from   drilling,   safety   management,   finance,   risk   management,   engineering   and  

 



 

emergency   response.   Some   people   were   even   reckless   enough   to   teach   me   crisis  

management   and   corporate   communications.  

I   hope   that   I   can   take   many   of   these   lessons   and   share   what   I’ve   learned  

through   Bobbie’s   journey   and   Jim’s   insights.  

Although   it’s   well   over   15   years   since   I   started   out   in   this   field,   I   still   don’t  

have   all   of   the   answers.   However,   I   have   a   few   tried   and   tested   tools   and  

techniques.   Many   were   picked   up   from   the   Jims   while   others   I’ve   had   to   work  

out   myself.   The   hardest   lessons   came   mid-way   through   my   journey   when   I  

thought   I   knew   what   I   was   doing   but   didn’t.  

So   if   you’re   a   Bobbie   and   need   some   help   with   your   risk   assessment,   but   are  

missing   a   Jim   or   two,   I   hope   that   their   story   will   give   you   what   you   need   to   plan  

your   assessment,   understand   your   risks   and   help   your   organization   succeed.  

   

 



 

How   to   use   this   book  

 

This   book   is   a   guide   to   conducting   a   risk   assessment   comprised   of   three  

elements.  

The   first   is   the   story   of   Bobbie’s   journey   and   how   she   tackles   XYZ   Co’s   risk  

assessment.   The   narrative   form   is   inspired   by    The   Goal    and    Project   Phoenix ,   both  

of   which   take   a   narrative   approach   to   processes   that   are   relatively   technical   and  

possibly   a   little   dry.    Moreover,   there   is   more   to   success   that   simply   being   given   a  

process   to   follow.   That   can   tell   you   what   to   do   and   why,   but   it’s   not   always   clear  

how   you   actually   put   it   into   use.   So   the   purpose   of   the   narrative   sections   (the  

chapters   in   italics)   are   to   help   put   the   technical   elements   into   context.  

However,    The   Goal    and    The   Phoenix   Projec t   both   deal   with   high-level   principles  

which   are   easier   to   convey   in   a   novel.   This   book   is   also   intended   to   be   a   practical  

handbook   that   you   can   use   as   a   step-by-step   guide.   Therefore,   the   second  

element   of   the   book   is   a   more   technical   guide   to   conducting   a   risk   assessment  

focused   on   the   ‘what’   and   ‘why’.   Many   of   these   sections   began   as   stand-alone  

articles   elsewhere   but   these   have   now   been   pulled   together   into   a   single,  

comprehensive   and   coordinated   handbook   for   anyone   tackling   a   risk   assessment.  

The   third   element   and   last   element   is   a   set   of   templates   and   tools   that   you   can  

put   to   use   in   your   own   risk   assessment.   So   rather   than   simply   tell   you   to   ‘plan  

your   interviews’,   I’ve   included   the   checklists   I   use   for   planning   interviews   and  

even   a   sample   set   of   questions   to   get   you   started.   

 



 

The   examples   in   the   book   are   illustrative   and   you   can   download   templates   for  

use   in   your   own   risk   assessment   at  

andrewsheves.com/beyond-the-spreadsheet-toolkit  

So   that’s   the   structure,   but   how   do   you   use   the   book?  

Well,   it   depends   what   you   want.  

If   you   want   to   get   a   broad   overview   of   the   risk   assessment   and   have   the   time,  

you   might   want   to   start   by   reading   Bobbie’s   story   from   start   to   finish.   Then   you  

can   go   back   and   read   the   ‘how   to’   sections   later   to   dig   into   the   technical   aspects.  

If   you   need   to   start   now,   begin   with   the   launch   sequence   at   the   end   of   this  

section.   Use   that   as   a   guide   and   work   through   each   section   of   the   book,   using   the  

tools   and   templates   available   online   to   help   you   along   the   way.  

Finally,   if   you   just   need   a   reminder   or   a   refresher,   feel   free   to   jump   into   the  

appropriate   section.   However,   if   you   do   this,   I’d   advise   you   to   take   a   look   at   the  

essay   ‘What   is   Risk?’   in   Annex   A   first.   This   defines   the   terms   and   concepts   used  

here   and   will   avoid   any   confusion   arising   from   other   risk   management   systems  

and   definitions   you’ve   encountered   in   the   past.  

But   whatever   you   do,   please   engage   with   the   book.   I   think   of   this   like   a  

cookbook:   it’s   meant   to   be   pulled   out   and   used.   So   the   spine   should   be   broken.  

There   should   be   notes   in   the   margins,   coffee   stains   on   the   index,   and   page  

corners   folded   down.  

So   in   short,   the   best   way   to   use   this   book   is   to   use   this   book.  

 

   

 



 

 

 

 



 

 

 

 

 

 

1   -   Laying   the   groundwork  
   

 



 

Challenges  

 

September   25th  

 

Bobbie   had   a   couple   of   hours   in   the   office   after   her   coffee   with   Jim   and   was  

clearing   up   before   heading   home.   It   had   been   a   mixed   kind   of   day:   she   was   still  

pleased   with   the   stellar   feedback   from   the   visit   but   the   enormity   of   the   risk  

assessment   was   becoming   more   apparent.  

Just   before   she   left   for   the   day,   an   email   popped   up   from   Jim   with   the   subject  

‘Challenges’.   She   checked   her   watch.   It   was   time   to   head   out   if   she   wanted   to   beat  

traffic   and   have   dinner   with   the   kids   but   she   was   curious   to   hear   Jim’s   thoughts.  

She   cleared   her   desk   and   pulled   up   the   message   up   on   her   phone   to   scan   it   on   the  

way   to   her   car.  

 

From :   “Jim”   < ratherbegolfing@mymail.com >  

Subject :   Challenges  

Date :   September   25  

 

Hey   Bobbie  

 

 



 

Thanks   for   the   awful   coffee   earlier   and   for   making   my   retirement   more  

stressful.   :)  

 

I’ve   been   thinking   things   over   and   before   we   (I   mean   you)   jump   into   the   weeds  

of   this   thing,   I   think   it’s   worth   thinking   about   the   challenges   that   a   big   project   like  

this   is   going   to   run   into.   Anything   this   big   is   going   to   face   some   headwinds   so   I’ve  

been   thinking   back   to   some   of   the   big   projects   I’ve   been   involved   in   the   past,  

trying   to   work   out   what   the   big   issues   were.   I   think   this   risk   assessment   for   Xavier  

might   have   its   own   specific   difficulties,   but   FWIW,   here’s   what   this   old   man   thinks  

you   need   to   keep   in   mind.  

 

• No   Buy-in    -   I   know   Xav   is   bought   into   this   but   make   sure   you   bring  

the   rest   of   the   team   along   too   (especially   Yvonne   and   Zack).   I’d   do  

some   groundwork   with   them   and   sell   the   idea   to   the   management  

team   once   you   have   clarified   the   scope   with   Xav.  

• Resource   shortages    -   I   think   time’s   the   big   limitation   here   but   we’ll  

need   to   see   what   else   is   /   isn’t   available.   For   example,   is   the   idea   that  

you   visit   Cameroon    too?   That   would   be   a   strain   on   time   and   budget   I  

imagine.   Maybe   stay   constraints   led   and   make   sure   Xav   is   realistic  

about   what   can   be   achieved   with   the   resources   available.  

• Unclear   Purpose    -   I   think   you’re   addressing   this   later   with   Xav   but  

make   sure   that   you   get   him   to   clarify   the   purpose   of   the   risk  

 



 

assessment.   Make   sure   that’s   shared   with   the   other   managers   and  

really   sell   the   benefit   to   the   business.  

• Unclear   Process    -   We’re   going   to   have   to   really   focus   on   KISS   here  

but   also   to   make   sure   that   everyone   involved   understands   what   we   are  

doing   and   what   the   expectations   are.   You   need   everyone   on   the   same  

page   here.   (Remind   me   to   tell   you   about   the   Texas   City   audit   one  

day….)  

• Trying   to   be   too   clever    -   I   think   you   were   really   successful   with   the  

HSE   overhaul   because   you   kept   us   grounded   and   built   on   what   was  

already   in   place.   We   didn’t   get   ahead   of   ourselves   and   try   to   make   up  

a   whole   new   system   so   let’s   do   the   same   here:   let’s   KISS   and   use   tried  

and   tested   methods.   I   don’t   think   there’s   time   for   anything   else   and  

our   learning   curve   is   steep   enough   as   it   is.  

• Loss   of   energy    -   (Or   in   Xav’s   case   attention).   I   think   three   weeks   is  

short   enough   to   stay   focused   and   maintain   momentum   but   let’s   make  

sure   we   don’t   go   over   that   and   start   to   lose   steam.   Otherwise   this  

could   be   another   one   of    the   good   ideas   that’s   still   in   the   ‘incomplete’  

column   a   year   from   now.  

 

I   know   you   know   this   already   but   I   could   see   earlier   that   you   were   already  

thinking   about   the   mechanics   -   just   don’t   lose   sight   of   the   wood   from   the   trees!  

 

 



 

Jim  

 

PS   -   Give   my   love   to   Bill   and   the   kids   -   why   don’t   you   come   over   on   Saturday  

for   BBQ?   ‘Grandpa’   Jim   accidentally   bought   a   new   climbing   frame   I   think   the   kids  

will   like.   

 

Bobbie   sat   back   in   the   driver’s   seat   taking   a   minute   to   herself.  

‘More   things   to   add   to   the   ‘to   do’   list’,   she   thought.   ‘And   more   things   to   clarify  

with   Xav.’   

She   quickly   fired   off   a   quick   meeting   request   to   Debbie   asking   for   30   minutes  

with   Xavier   the   following   day.   

‘That   should   help   clarify   things,’   she   thought,   ‘just   as   long   as   I   work   out   what   it  

is   I   need   to   know   by   then.’  

She   glanced   at   the   clock.   

‘Definitely   time   to   get   out   of   here’   she   thought.   She   pushed   the   risk   assessment  

out   of   her   mind   aside   and   eased   into   traffic.   She   was   eager   to   see   Bill   and   the   twins  

for   their   traditional   Wednesday   night   pizza   night.   

She   had   a   feeling   those   might   be   in   jeopardy   over   the   next   few   weeks.    

 



 

The   Challenges   to   your   Assessment  

 

Your   risk   assessment   faces   many   challenges   but   many   of   the   most   significant   will  

occur   before   you   even   start.   

 

 

Since   2002,   I’ve   been   involved   in   well   over   100   risk   assessments   as   both   an  

in-house   risk   manager   or   as   a   consultant.  

Actually,   let   me   rephrase   that.  

Since   2002,   I’ve   been   involved   at   the   beginning   of   well   over   100   risk  

assessments.   However,   I’ve   seen   many   fewer   risk   assessments   completed.   Of  

those   completed   assessments,   fewer   still   actually   get   turned   into   any   kind   of  

meaningful   action.  

Take   a   minute   and   think   about   your   organization.   How   many   risk  

assessments   were   started   but   then   fizzled   out?   Even   when   a   risk   assessment   was  

completed,   how   often   were   the   recommendations   acted   upon?   Did   anyone   really  

know   what   to   do   next?   How   many   of   these   assessments   are   in   a   forgotten   folder  

or   gathering   dust   on   a   shelf   somewhere?  

This   has   always   been   deeply   frustrating:   an   incomplete   risk   assessment,   or  

one   that   doesn’t   prompt   corrective   action,   is   unsatisfying,   and   a   waste   of   time  

and   money.   Worst   of   all,   it   erodes   the   organization’s   faith   in   the   whole   risk  

management   process.   This   makes   people   question   the   importance   or   usefulness  

of   a   risk   management   system   as   a   whole.  

 



 

If   you’ve   found   yourself   thrown   into   the   middle   of   a   risk   assessment   project  

like   Bobbie,   your   inclination   will   be   to   get   straight   into   the   details   and   to   start  

planning   the   assessment   itself.   Getting   these   details   right   is   very   important   (and  

the   point   of   this   book   is   to   help   you   get   those   right)   but   these   aren’t   the   things  

that   prevent   your   assessment   from   being   successful.   Instead,   it’s   usually   the  

bigger   issues   that   prevent   you   from   getting   finished   or,   in   some   cases,   even  

starting   in   the   first   place.  

Looking   back   at   the   assessments   that   I’ve   been   involved   in   and   comparing  

those   that   weren’t   finished   to   those   that   were   completed   successfully,   the   same  

five   challenges   cropped   up   time   and   time   again.    So   before   you   jump   into   the  

weeds,   take   a   moment   to   think   about   these   issues   which,   at   a   minimum,   will  

make   your   assessment   much   more   difficult.    At   worst,   these   can   kill   your  

assessment   altogether.  

No   Mandate   or   Buy-in  

Management   support   and   buy-in   is   critical   for   any   major   initiative   to   succeed.  

You   will   definitely   need   this   for   something   that   requires   you   to   poke   around   into  

the   organization's   deepest,   darkest   corners   and   then   tell   people   to   change   their  

work   habits.    So   make   sure   that   you   have   genuine   buy-in   from   senior  

management   before   you   start.   This   mandate   also   needs   to   be   made   public.   This  

will   ensure   that   everyone   involved   knows   that   you   are   working   with   the   support  

of   the   senior   management.  

Even   then,   that   might   not   be   enough   to   guarantee   plain   sailing.  

 



 

Years   ago,   I   was   on   a   three-month   project   with   an   oil   and   gas   firm   in   West  

Africa.    They   had   contracted   me   to   conduct   a   risk   assessment   and   develop   a  

series   of   corrective   steps   to   help   comply   with   some   maritime   regulations.   This  

had   all   been   agreed   upon   and   sanctioned   by   their   corporate   security   team   who  

had   issued   the   contract.   However,   the   local   Operations   Manager   didn’t   think   this  

was   necessary.   Every   week,   we   would   meet   to   review   the   project.   And   every  

week,   he   would   spend   the   first   half   of   the   meeting   telling   me   why   it   was   a   waste  

of   time.  

This   made   the   project   more   challenging   but   at   least   I   had   the   mandate   from  

Corporate   Security   to   fall   back   on.   Without   that,   the   Operations   Manager   would  

have   simply   stonewalled   me   and   the   risk   assessment   would   have   fizzled   out.  

I   think   that   the   lack   of   a   mandate   from   senior   leadership   is   the   single   biggest  

risk   assessment   problem   you   can   face   and   the   one   that   will   have   the   greatest  

impact   on   the   success   or   failure   of   your   assessment.  

Under-r esource d  

A   mandate   without   resources   is   almost   as   bad.   So   make   sure   that   you   have  

the   support   you   need   to   actually   see   this   through.   

Do   you   need   additional   staff?   

What   about   a   travel   budget   to   get   you   to   the   various   sites?   

Do   you   need   external   consultants   or   to   buy   software?  

And   what   about   the   time   available?   Do   managers   across   the   organization  

know   that   the   senior   leadership   team   wants   them   to   allocate   time   to   this?   And  

 



 

has   your   own   time   been   freed   up   to   complete   the   task   or   is   this   yet   another  

‘to-do’   on   your   list?  

You   can   complete   a   risk   assessment   from   your   desk.   However,   without   the  

time   and   resources   required,   it   will   be   a   thin   piece   of   work   which   will   make  

definitive   action   difficult.   Make   sure   that   your mandate   also   includes   approval  

for   the   resources   you   need.  

Unclear   Purpose  

In   case   you   think   that   I   was   being   too   hard   on   the   Ops   Manager   I   mentioned  

earlier,   he   did   one   thing   right.  

He’d   always   ask   “Tell   me   again,   why   are   we   doing   this?”  

Although   it   was   frustrating   to   rehash   the   conversation   each   week,   he   wasn’t  

wrong   to   keep   asking   that   question.   If   you   don’t   have   a   purpose   for   your   risk  

assessment   -   and   stick   to   it   -   you   will   lose   your   way   and   are   unlikely   to   fulfill   the  

mandate.  

For   example,   an   annual   risk   assessment   to   meet   a   compliance   requirement  

will   look   different   from   the   assessment   of   a   potential   partner   before   a   merger.  

Without   keeping   the   end   result   in   mind,   you   and   the   assessment   could   easily   get  

off   track.  

So   keep   asking   questions.   What’s   the   purpose?   Who   is   going   to   implement  

the   mitigation?   Is   there   even   a   need   for   an   action   plan   or   is   this   more   of   an  

‘academic’   survey?  

Remember,   that   the   risk   assessment   is   part   of   a   bigger   risk   management  

process.   People   in   your   organization   will   be   planning   to   do   something   with   the  

 



 

results   so   have   a   clear   purpose   and   a   defined   path   in   mind.   That   will   ensure   that  

they   can   use   the   report   to   support   whatever   decision   making   or   planning   process  

they   are   engaged   in.  

Unclear   Process  

Sometimes,   teams   can   get   quite   far   on   in   the   risk   assessment   process   before  

they   start   to   think   about   how   they   will   actually   assess   the   risks.   A   lack   of   clarity  

about   the   methodology,   language   and   metrics that   you   are   planning   to   use   before  

you   actually   start   to   analyze   the   risks   is   disastrous.  

The   worst   example   of   this   was   a   major   assessment   that   I   was   involved   in  

where   two   different   groups   were   using   two   different   methodologies.   Safe   to   say,  

bringing   the   whole   assessment   together   was   an   emotional   time.  

Luckily,   we   had   the   time   and   resources   needed   to   fix   this   problem.   However,  

without   that   buffer,   months   of   work   would   have   been   wasted.   

It’s   worth   noting   that   everyone   involved   was   a   risk   management   professional  

and   we   should   definitely   have   known   better.   Our   mistake   was   to   assume   that   we  

were   all   using   the   same   process   without   explicitly   checking   before   we   started.   If  

we   had   been   a   less   experienced   team,   we   probably   wouldn't   have   made   this  

mistake   as   we   would   have   spent   time   discussing   and   confirming   the   assessment  

process.  

Make   sure   that   everyone   involved   understands   the   process   and   methodology  

that   you   are   using   from   the   get-go.   At   a   minimum,   this   will   save   you   a   lot   of  

work   later.   Otherwise,   the   results   could   be   so   garbled   they   they’re   unusable   and  

you   will   have   failed   to   achieve   your   aim.  

 



 

Too   Specialized   or   Esoteric  

Finally,   keep   things   simple.   There   are   a   lot   of   different   risk   assessment  

methodologies   and   I’ve   also   been   guilty   of   looking   for   a   better   mousetrap   at  

times.   As   someone   who   has   dabbled   in   security   risk   management,   I   would   say  

that   security   teams   are   repeat   offenders   here   with   no   sign   of   giving   up   anytime  

soon.  

But   if   what   you   produce   is   too   specialized   or   esoteric,   it’s   probably   not  

something   that   the   rest   of   the   organization   can   use.   Using   a   totally   untested  

methodology,   producing   a   report   solely   in   emoticons   or   using   17   different   shades  

of   red   to   show   risks   is   going   to   be   really   interesting.    Really,   really   interesting….  

However,   it   won’t   be   very   effective.  

So   remember   KISS.   Make   sure   that   your   work   will   align   with   the  

organization’s   risk   management   system   and   adhere   to   whatever   guidelines   or  

regulations   are   in   place.  

The   Overlooked   Risk   Assessment   Problem   is...  

I   said   that   there   were   five   problems   but   in   addition   to   the   challenges   listed  

above,   there’s   a   sixth,   squishier   problem.  

People   simply   lose   interest.  

Every   organization   has   a   lot   going   on   and   everyone   is   ‘busy’   but   people   also  

have   limited   attention   spans.   So   they   get   bored   with   the   risk   assessment   and   it  

gets   less   and   less   attention.   Or   something   more   shiny   and   exciting   comes   along  

 



 

which   takes   priority.   This   happens   even   when   they   have   paid   -   or   may   still   be  

paying   -   a   lot   for   consultants   to   manage   this   process.  

The   result   is   a   zombie   project:   one   that’s   stumbling   along,   not   fully   dead,  

waiting   for   someone   to   put   it   out   of   its   misery.  

Think   about   your   project   like   a   gym   membership.   Most   people   are   only  

interested   in   the   first   month   or   two.   After   that,   you   will   see   a   real   drop-off   in  

interest   so   plan   accordingly.  

Tightly   schedule   interviews   and   make   sure   the   participants   see   some   results  

within   a   few   weeks.   Plan   things   in   six-   or   eight-week   sprints,   not   a   six-month  

slog.   And   embrace   ‘good   enough.’   The   ‘perfect’   12-month   plan   doesn’t   exist   and  

trying   to   create   one   only   benefits   one   group:   consultants   on   a   day-rate.  

Stack   the   Odds   in   your   Favor  

There   are   other   things   that   can   go   wrong   and   derail   your   risk   assessment.  

Civil   unrest,   key   staff   being   fired   or   the   company   simply   going   out   of   business.  

I've   seen   projects   abandoned   for   all   these   reasons.   

But   these   are   the   exceptions.   

The   six   issues   noted   above   recur   time   and   time   again.   These   account   for   the  

majority   of   abandoned   or   unsuccessful   risk   assessments.  

So   keep   these   in   mind   when   you   are   planning   your   assessment   and   you   are  

much   more   likely   to   achieve   your   aim.   This   way   you   can   stack   the   odds   in   your  

favor   and   see   the   whole   process   through.    Don't   just   add   another   file   to   the  

abandoned   projects   stack.  

 

 



 

 

Assessment   Challenges   -   Summary  

Your   risk   assessment   faces   many   challenges   but   many   of   the   most  

significant   will   occur   before   you   even   start.   Keep   these   points   in  

mind   while   you   are   planning   the   assessment.   That   way   you   will   set  

yourself   up   for   success.  

● Ensure   you   have   a   mandate    from   senior   leadership   and   their  

buy-in   for   the   risk   assessment   

● Secure   the   resources   you   need    including   staffing,   budget   and  

-   most   importantly   -   time.  

● Be    clear   on   the   purpose    of   the   assessment   and   how   it  

supports   the   business.  

● Ensure   that    everyone   understands   the   process    you   are   using.  

● Don’t   be   too   specialized   or   esoteric    in   the   approach   you   take.  

KISS   and   ensure   that   what   you   produce   can   be   used   and  

understood   by   other   departments.  

● Stay   focused   and   stick   to   a   tight   timeline .   Don’t   plan   a  

months-long   assessment   and   let   things   drag   on   as   the  

organization   will   lose   interest.  

Stack   the   odds   in   your   favor   and   get   off   to   a   strong   start.  

 

 

   

 



 

Keeping   it   simple  
 

September   25  

 

By   the   time   the   twins   had   been   bathed,   storied   and   tucked   in,   Bobbie   was  

exhausted.   It   has   been   a   good   day,   she   thought   to   herself,   just   an   unexpected   busy  

one.   Still,   she   had   work   to   do   as   she   sat   on   the   couch,   notebook   in   hand,   starting   at  

the   list   of   questions   she   and   Jim   had   come   up   with   that   afternoon.  

She   heard   her   husband   Bill   over   her   shoulder,   using   his   mock   ‘sexy   voiceover’  

tone.  

“What   is   risk?”  

“What’s   the   purpose   of   the   assessment?”  

“How   does   this   support   the   business?”  

“Mmmmmm,   yeah   baby.”  

She   stared   to   laugh   as   he   leaned   over   the   back   of   the   couch  

“I   didn’t   know   you’d   taken   up   writing?   Is   this   a   sequel   to   Fifty   Shades   of  

Gray?”  

She   laughed   and   whacked   him   with   a   pillow.  

“You’re   a   jerk.”  

He   flopped   down   next   to   her   and   pulled   her   in   for   a   hug.  

“But   I’m   your   jerk.   Forever   and   ever.   You   do   remember   promising   that,   right?”  

“I   lied.   My   fingers   were   crossed.”   

 



 

“Mine   too.”   He   looked   down   at   the   notebook.   “New   project?”  

“Yeah,”   she   replied.   “Xavier   wants   a   risk   assessment   of   the   whole   business   and  

I   don’t   know   where   to   start.   Jim   and   I   were   cooking   up   some   ideas   this   afternoon.”  

“Ah,   that   explains   it.”   Bill   said.  

“Explains   what,”   she   asked   suspiciously,   pushing   him   back   a   bit.  

“Why   Jim   said   I   need   to   be   nice   to   you   for   the   next   few   weeks.   He   invited   us  

over   for   lunch   on   Saturday   but   said   you   and   he   had   ‘grown   up’   things   to   talk  

about.”  

“Well,   he’s   absolutely   right.   You   do   need   to   be   nice   to   me   but   not   just   for   the  

next   few   weeks.”  

“Whatever   I   can   do   for   the   best   HSE   Manager   in   the   country.”   Bill   looked  

down   at   the   notepad.   “What’s   that   last   one?”  

“K.I.S.S.   It’s   an   acronym   for…”   she   started   to   explain.  

“Happy   to   oblige.”   He   interrupted,   pulling   her   in   close.  

“You’re   still   a   jerk….”  

-   -   -   -   -  

 

It   was   still   dark   the   next   morning   when   she   sat   at   the   kitchen   counter   looking   at  

her   notebook,   sipping   her   first   cup   of   coffee.   Bill   was   already   out   for   his   morning  

run   and   the   kids   were   still   asleep   so   she   could   enjoy   having   an   hour   of   quiet   to  

herself.  

She   looked   at   the   notes   she   had   made   yesterday.   

 



 

------  

She’d   brainstormed   with   Jim   for   about   an   hour,   eventually   producing   a   few  

pages   of   notes,   questions   and   ideas   about   what   might   pose   a   risk   to   XYZ   Co.   But   it  

didn’t   feel   that   they   were   any   closer   to   working   out   how   to   approach   the   risk  

assessment.   All   they   had   was   a   bigger   and   bigger   list   of   things   they   didn’t   know.  

Eventually,   she   dropped   her   pen   and   flicked   through   the   pages   and   pages   of  

yellow   pad   they   had   covered   before   she   tossed   that   down   too.  

“This   is   impossible.   There’s   no   way   we   can   get   all   this   done   in   three   weeks.   It’s  

just   way   too   much   work   to   pull   something   this   complicated   together   in   the   time   we  

have.”  

Jim   had   sat   there   silently,   nodding   in   agreement,   until   a   grin   spread   across   his  

face.   He   picked   up   the   pen,   opened   a   fresh   page   in   the   pad   and   started   writing.  

“You’re   right.   This   isn’t   enough   time   for   something   detailed   and   complicated.  

Do   you   remember   when   we   rolled   out   the   new   HSE   system   with   the   updated  

procedures.”  

She   nodded.   “Of   course,   I   was   the   one   who   wrote   those   doorstops.”  

“Right,   but   we   didn’t   just   drop   those   on   the   business   and   tell   them   to   implement  

everything   at   once   did   we?   We   broke   it   all   down   and   took   it   bit   by   bit.”  

“That’s   right.   We   stared   with   the   big   ticket   items   and   took   it   from   there.   That’s  

the   80/20   rule:   find   the   20%   of   something   that   has   the   most   impact.”  

“I   think   you   mean   the   Pareto   Principle,   my   dear”   Jim   said   using   his   know-all  

voice   as   he   called   it.  

 



 

“Yes,”   she   laughed.   Jim   always   did   a   good   job   of   pretending   he   was   a   simple,  

hands-on   oilfield   guy   even   though   he   had   degrees   in   engineering   and   safety  

management.  

“But   do   you   remember   the   other   thing   we   preached?”  

“Keeping   it   simple.”  

Jim   held   up   the   notepad   and   turned   it   around   to   show   K.I.S.S.   written   in   big  

letters   across   the   middle   of   the   page.  

“We   need   to   do   the   same   here.   Keep   it   simple   and   focus   on   what’s   going   to  

produce   the   most   return   for   our   effort.’   He   paused   and   corrected   himself.   “Your  

effort,   I   mean.”  

“Right,   KISS:   Keep   It   Stupid   Simple.   OK,   I’m   onboard   but   that   doesn’t   tell   us  

where   to   start.”  

“Sure   it   does,”   replied   Jim,   turning   the   pad   around   and   starting   to   write   again.  

“We   need   to   start   with   the   basics.   We   need   to   work   out   what   you’re   trying   to  

achieve.”  

“Remember,”   he   continued,   “we   didn’t   just   tell   people   to   do   things   ‘because   we  

said   so’.   We   defined   what   it   was   we   were   trying   to   achieve   with   the   program   and  

how   that   benefited   the   business.   We   don’t   know   that   yet   so   let’s   start   there.   You  

figure   out   what   Xav   really   wants   from   this   process   and   I   will   do   some   general  

research.”  

------  

 



 

She   looked   back   down   at   her   list   of   questions   and   jotted   down   a   few   more.   She  

finished   off   her   coffee   and   headed   to   the   shower.   It   would   be   mayhem   shortly   once  

the   kids   were   up   and   she   and   Bill   were   getting   them   ready   for   school.   

She   wasn’t   sure   things   would   be   any   less   chaotic   at   work.  

  

 



 

A   KISS   Approach   to   risk   management   

 

The   more   complex   things   are,   the   more   simple   your   system   needs   to   be  

 

 

“That’s   been   one   of   my   mantras   –   focus   and   simplicity.   Simple   can   be   harder  

than   complex:   You   have   to   work   hard   to   get   your   thinking   clean   to   make   it   simple.  

But   it’s   worth   it   in   the   end   because   once   you   get   there,   you   can   move   mountains.”  

Steve   Jobs  

 

This   quote   from   Steve   Jobs   sums   up   the   paradox   of   simplicity   -   simple   is   hard.   

Working   out   what   the   essentials   are   and   how   to   do   things   efficiently   isn’t   just  

hard,   it   can   seem   like   more   work   than   just   sticking   with   the   complicated   path   in  

the   first   place.   

That’s   certainly   the   case   with   risk   management   where   we   are   working   with  

several   areas   of   complexity   and   difficulty:  

• Organizations   are   complex  

• Risk   management   is   complicated   

• We   are   dealing   with   multiple   unknowns  

• Change   is   hard  

 



 

This   would   seem   to   be   the   kind   of   thing   that   isn’t   just   hard   to   simplify,   but  

something   that   actually   requires   complexity.    How   can   something   simple   be  

effective   in   this   case?  

If   you   are   at   NASA   or   running   high-frequency   trading   models   then   I   agree,  

it’s   going   to   get   complicated.    However,   most   people   -   and   certainly   most   people  

reading   this   -   just   need   a   risk   management   system   that’s   fast,   efficient   and  

effective.      

● Fast    in   order   to   deliver   results   when   they’re   needed   but   time   is  

scarce.  

● Efficient    to   make   the   best   use   of   the   (usually   limited)   resources  

available.  

● Effective    because   it   provides   the   data   that   decision-makers   need   to  

help   the   organization   achieve   its   objectives.  

Anything   that   is   slow   and   complex   will   fail   each   of   these   tests.   Even   if   you  

produce   a   thorough   report,   it’s   often   too   late   or   too   confusing   to   use.  

We   need   to   KISS   -   keep   it   stupid   simple.    

We   need   a   stripped-down   system   which   delivers   results   with   the   speed,  

efficiency   and   effectiveness   that   most   risk   managers   need.   At   the   same   time,   the  

system   still   has   to   adhere   to   relevant   standards   and   produce   useable   results   for  

all   but   the   most   technical   edge   cases.  

The   irony   is   that   complex,   opaque   systems   are   often   a   symptom   of   things   that  

don't   work   and   don't   deliver   results.   KISS   risk   management   is   an   antidote   to   this.  

 

 



 

A   system   and   mindset  

However,   KISS   risk   management   isn’t   just   a   system.   Just   as   importantly   it’s   a  

mindset.   Using   a   KISS   approach   won’t   work   if   you   judge   success   on   the   number  

of   words   in   the   final   report.  

Taking   a   KISS   approach   requires   you   to   accept   uncertainty,   embrace  

simplification   (even   if   it   feels   like   over-simplification)   and   understand   that   you  

might   not   be   right   the   first   time.      

This   might   come   across   as   sloppy   but   it’s   not.   Instead,   it’s   about   being  

realistic.    

We   don’t   have   unlimited   time   and   resources   and   we   certainly   don’t   have   all  

the   information   we   need.    Moreover,   even   if   we   did,   we   are   trying   to   peer   into  

the   future   so   we   will   still   get   some   things   wrong.   

So   KISS   is   also   about   being   realistic   about   what   risk   management   can   achieve  

with   limited   time,   limited   resources   and   limited   data   while   still   giving  

decision-makers   what   they   need.  

The   exact   process   and   steps   will   differ   depending   on   your   organization,  

location   and   sector.   But   a   simple,   lean   approach   should   be   something   that   should  

benefit   any   risk   manager.  

So   no   matter   what   your   speciality,   industry   or   level   of   expertise,   please   take  

some   time   to   think   about   what   you   can   strip   away,   cut   back   and   simplify.   Invest  

some   time   to   start   taking   a   KISS   approach   to   your   risk   management   system   and  

you’ll   quickly   see   the   investment   pay   off.  

 

 



 

How   to   keep   things   simple  

Four   basic   principles   can   assist   with   the   implementation   of   a   simple   yet  

effective   ERM   program:   use   a   standard   approach,   start   speaking   risk,   become  

objectives-led,   and   accept   uncertainty.  

Standardize  

Each   business   or   function   will   want   a   solution   that   is   tailored   to   it's   needs,   but  

this   causes   inefficiency   when   working   in   a   cross-functional   environment.  

Imagine   for   one   second   what   would   happen   if   every   department   used   its   own  

accounting   processes:   mayhem,   and   probably   lawsuits,   would   ensue.   This  

problem   could   even   arise   within   departments   if   each   team   was   using   a   different  

system.  

However,   a   robust,   comprehensive   risk   management   system   allows   for  

adjustment   at   the   functional   level   while   maintaining   a   standard   approach   that  

can   be   used   across   the   entire   organization.   So,   instead   of   finding  

department-specific   definitions   for   risk,   or   processes   tailored   to   each   team  

department,   everyone   will   share   the   same   with   a   basic   foundation   for   risk  

management.  

 

Learn   to   speak   risk  

Risk   provides   organizations   with   a   common   language   and   mindset   that   can  

be   applied   across   departments   and   functions   to   help   with   discussions   and  

decision   making.   However,   'speaking   risk'   can   be   more   complicated   than   it   might  

 



 

first   appear,   because   the   same   terms   can   be   applied   differently   or   different   terms  

are   used   for   the   same   thing.  

Therefore,   you   need   to   start   by   clarifying   how   terms   are   being   used   and   keep  

reminding   people   until   the   correct   usage   becomes   commonplace.   Adapting  

existing   materials   across   an   organization   to   match   the   new   lexicon   will   also   take  

time,   but   a   surprising   amount   can   be   accomplished   with   some   careful   use   of   edit  

/   find   /   replace   commands.  

 

Become   objectives-led,   rather   than   threat-focused  

Using   a   risk   vocabulary   doesn’t   just   help   with   discussions:   it   also   helps  

change   mind-sets   and   perspectives.    Adopting   something   like   the   ISO  

definition—that   risk   is   "the   effect   of   uncertainty   on   objectives”—   keeps   the   focus  

on   objectives   which   will   quickly   become   second   nature.  

This   allows   individuals   and   teams   to   practice   what   the   U.S.   military   calls  

disciplined   initiative:   leaders   at   all   levels   understand   the   commander’s   (in   this  

case   the   organization’s)   overall   intent   and   can   shape   their   activities   to   support  

that   without   step-by-step   direction.  

Moreover,   being   objectives-led   moves   from   a   reactive   to   a   proactive   mindset.  

So   instead   of   thinking,   ' x   has   happened,   so   we   need   to   do   y '   organizations   can  

consider   ' what   effect   could   x   have   on   our   objectives?'    and   act   accordingly.  

Finally,   everyone   can   support   the   organization   more   effectively   when  

mitigation   measures   and   contingency   plans   are   developed   with   the  

organization’s   top-level   objective   in   mind.   A   friend   of   mine   who's   an   embassy  

 



 

security   officer   summed   this   up   well   while   we   were   discussing   security   in   a  

higher-risk   country.   “ The   best   way   to   keep   everyone   safe   here   is   to   keep   them   inside   [the  

embassy]   but   that’s   not   my   job.   My   job   is   to   help   them   get   out   there   and   do   their   jobs   as  

safely   as   possible. ”  

 

Accept   uncertainty   and   avoid   over-specification  

We   are   awash   with   data,   email   alerts,   and   warnings   that   swamp   us   with  

information.   That   can   quickly   lead   to   analysis   paralysis:   if   we   are   presented   with  

every   possible   permutation,   possibility,   and   outcome   for   a   situation,   how   can   we  

effectively   decide   what   to   do   next?   From   a   risk   management   perspective,  

avoiding   this   paralysis   requires   two   things.  

First,   the   system   should   accept   uncertainty   and   avoid   trying   to   become   too  

specific.   Ultimately,   risk   management   is   a   decision-making   tool   that   helps   put  

risks   into   a   comparative   order,   but   it   doesn’t   measure   risk   per   se.  

Trying   to   measure   risk   to   one   or   two   decimal   places   is   extremely   difficult   in   all  

but   the   most   well-documented,   highly   regular,   technical   systems.   If   you   think  

about   it,   something   that   gives   you   a   loss   expressed   down   to   single   dollars   would  

be   affected   by   changes   in   the   pocket   change   people   are   carrying.   However,  

day-to-day   operations   in   an   organization   have   neither   that   kind   of   stability   nor  

the   data:   there   are   simply   too   many   variables   for   that   kind   of   accuracy.  

Therefore   your   risk   management   system   should   work   in   broader   strokes   than  

you   might   initially   be   comfortable   with.   However,   that   will   help   remove   some   of  

 



 

the   uncertainty   and   simplify   the   assessment   and   reporting   process   while   still  

producing   usable   results.  

Secondly,   information   overload   is   not   just   something   we   can   experience,   it   is  

also   something   to   which   we   can   contribute.   Risk   managers   should   avoid  

swamping   decision-makers   with   too   much   data.   Too   much   data   paralyzes  

decision-makers:   remember,   part   of   our   job   is   to   help   them   focus   on   what's   most  

important.  

These   suggestions   may   seem   complicated   and   the   very   opposite   of   simple,  

and   I   don't   want   to   downplay   the   work   required   to   change   an   organization's  

behaviours   and   mindset.   And   yes,   in   the   short-term,   this   change   does   require  

work   but   the   payoff   is   immense.  

However,   taking   a   KISS   approach   will   help   integrate   risk   management   into  

the   organization   more   effectively.   And   although   a   highly   complex,   granular  

system   may   seem   attractive,   taking   a   KISS   approach   is   going   to   be   more  

straightforward   to   implement,   easier   to   use,   more   efficient   and   ultimately   give  

decision   makers   the   information   they   need   without   overloading   them.  

   

 



 

 

Keeping   it   Simple   -   Summary  

Your   organization   and   risk   environment   are   complicated   enough   so  

you   don't   need   to   add   more   complexity   with   your   risk   assessment  

system.   KISS   -   keep   it   stupid   simple   -   helps   you   have   a   system   that  

is   fast,   efficient   and   effective.  

● Fast   in   order   to   deliver   results   when   they’re   needed.  

● Efficient   to   make   the   best   use   of   the   available   resources.  

● Effective   because   it   provides   the   data   that   decision-makers  

need.  

KISS   is   a   system   and   a   mindset   that   you   will   achieve   by:  

● Standardizing   your   risk   management   system    across   the  

organization   and   following   industry   norms   and   standards.  

● Learning   to   speak   risk    and   increasing   risk   literacy   so  

everyone   can   participate   in   these   discussions  

● Become   objectives-led ,   rather   than   threat-focused,   so   you  

keep   your   focus   on   what   the   business   is   trying   to   achieve.  

● Accept   uncertainty    and   avoid   over-specification   to   avoid  

getting   bogged   down   and   not   completing   your   assessment  

Simple   is   hard   but   simple   is   also   effective:   don’t   be   fooled   into  

looking   for   a   more   complicated   approach   that   is   necessary.  

 

 



 

Planning   the   Assessment  

September   26  

 

Bobbie   was   completely   discombobulated   on   her   drive   to   work   that   morning.  

Houston   traffic   was   never   good,   even   this   far   away   from   the   permanent   traffic   jam  

around   the   loop   and   downtown,   but   today   felt   like   even   more   of   a   mess   than  

normal.   And   the   questions   buzzing   around   in   her   head   didn’t   help.   

‘This   isn’t   helping,’   she   thought   to   herself   and   turned   on   the   radio   to   take   her  

mind   off   things.   She   resented   that   some   of   her   favorite   college   songs   were   now  

approaching   the   older   end   of   the   station’s   music   bracket.   

‘At   least   I’m   not   having   to   resort   to   the   classic   rock   station   like   Bill,’   she  

consoled   herself   as   she   started   singing   along   to   one   of   her   college   roommate   Tina’s  

favorites.    She   hadn’t   seen   Tina   in   a   while   but,   as   she   thought   back   to   their   last  

girl’s   night   out,   Bobbie   started   smiling   to   herself   as   she   recalled   part   of   that  

conversation….  

 

------   

 

Tina   was   a   team   leader   at   one   of   the   big   consulting   firms   in   town   now   and  

they'd   been   catching   up   over   dinner.    Instead   of   just   consulting,   Tina   was   now  

doing   more   project   and   team   management   which   was   giving   her   a   whole   new   set   of  

 



 

challenges.   One   thing   that   had   stood   out   to   Bobbie   was   her   gripe   about   clients   who  

couldn't   define   what   they   want.  

"B,   these   people   are   taking   years   off   my   life!   They   read   something   in   HBR   or  

The   Economist   and   now   they   want   this   new   shiny   thing.   Except   they   don't   really  

know   what   it   is   or   what   it's   supposed   to   do.   It’s   awful.”  

“Awful?”   Bobbie   had   replied,   “Doesn’t   that   make   it   easier   for   you?   Surely   if  

they   don’t   know   anything   about   the   product,   then   they   just   take   whatever   you  

deliver.”  

Tina   laughed.   “You’d   think   but   it’s   not   like   that.   The   problem   is   that   they   have  

an   idea   of   what   the   thing   should   be   but   they   can’t   articulate   it.   Plus   ,   because   they  

often   don’t   understand   what   a   product   or   tool   is   supposed   to   do,   their   idea   is  

skewed.   It's   like   someone   saying   ‘build   me   my   dream   house’   but   not   explaining  

what   that   might   look   like.   And   then   it   turns   out   that   when   they   said   ‘house’,   they  

meant   ‘office’.   You’ll   never   get   them   what   they   want   because   they   don’t   know   what  

they   want.“  

Bobbie   mulled   this   over   for   a   moment   and   remembered   the   firm   she   had   been   at  

before   XYZ   Co.  

“Actually,”   she   said,   “I   get   where   you’re   coming   from.   We   had   a   similar   thing  

at   my   last   firm.   Do   you   remember   that   nightmare?   When   the   management   wanted   a  

safety   system   but   we   could   never   get   it   right?   I   was   too   junior   to   be   in   all   the  

meetings   but   the   ones   I   was   in,   sounded   like   what   you’re   describing.   We   were  

building   a   safety   system   but   it   didn’t   seem   to   be   what   management   wanted.”  

 



 

“Welcome   to   my   world.”   Said   Tina,   raising   her   glass.   

“But,   I   think   I   worked   out   a   trick   to   fix   it.   Basically,   I’ve   started   working  

backwards   and   it   seems   to   be   helping.”  

“Backwards?   What   do   you   mean,”   asked   Bobbie.   “Surely   that’s   even   more  

difficult?”  

“Well,   not   backwards   exactly,   but   I   start   the   discussion   at   the   end.   Instead   of  

letting   them   explain   what   they   want   -   say   a   strategy   or   a   plan   -   I   begin   by   asking  

them   what   they   want   to   achieve.   Basically,   what’s   their   objective?   And,   weirdly,   the  

higher-level   we   start,   the   easier   it   is.   So   even   if   I’m   working   at   a   regional   or  

divisional   level,   if   we   work   back   from   corporate,   it   makes   the   whole   thing   easier.”  

“So   I   get   what   you’re   doing,”   said   Bobbie,   “But   I   don’t   see   how   that   helps  

deliver   the   result   that   they   want.”  

Tina   learned   forward   a   little.   “Honestly,   neither   did   I   at   first.   I   was   working  

with   Leslie,   one   of   the   partners.   Scary   good   but   also   one   of   those   scary   ‘Devil  

Wears   Prada’   corporate   types.”   

They   both   shuddered   a   little.   

“Anyway,”   Tina   continued,   “she   used   to   start   the   conversation   that   way.   ‘Tell  

me   that   this   looks   like   at   the   end   of   the   project?   What’s   the   number   one   thing   the  

business   wants   to   achieve   this   year?   Is   this   for   compliance   or   to   address   a   business  

challenge?’”  

“I   didn’t   get   it   at   first.   But   when   I   worked   with   other   partners   who   just   went  

straight   into   the   delivery   aspect,   based   on   what   the   client   said   they   wanted,   I  

 



 

noticed   that   we   didn’t   hit   the   target   as   often.   The   client   wasn’t   happy   with   the   result  

because   it   didn’t   meet   their   needs.”  

“Because   you   hadn’t   defined   those   up   front!”   Said   Bobbie.  

“Exactly.   Leslie   would   always   remind   me   to   differentiate   between   what   people  

want   and   what   they   need.   So   if   you   start   at   the   end,   then   you   can   work   backwards  

with   the   client   and   define   what   they   need,   explaining   the   product   and   process   as  

you   go.   It   definitely   takes   longer   but   it   makes   a   huge   difference.”  

“The   only   downside   for   me,”   said   Tina,   “Is   that   I’m   not   senior   enough   to   get   to  

pick   and   choose   so   I   still   get   saddled   with   some   of   those   ‘build   me   a   house’   types’.  

But   at   least   I   know   how   to   manage   things   when   I   get   the   chance   to   run   things   my  

way.”  

  Bobbie   raised   her   glass,   toasting   her   friend.   “Good   on   you,   girl!   You’ll   be   one  

of   those   scary   corporate   types   before   we   know   it.”   She   winked   at   her   Tina   who  

grimaced.  

“Luckily   for   me,”   Bobbie   went   on,   “I   don’t   have   to   deal   with   that   kind   of   thing.  

It’s   all   about   the   execution   for   me….”  

 

-   -   -   -   

 

‘Famous   last   words’,   she   thought   to   herself   back   in   the   office.   She   looked   down  

at   her   yellow   pad.  

 



 

‘Start   at   the   end’,   she’d   written   in   big   letters   and   below   it,   ‘What   does   Xavier  

want   the   risk   assessment   for?’  

‘Well,’   she   thought,   ‘let’s   see   if   Tina’s   right.’  

She   grabbed   her   notepad   and   headed   over   to   Xavie’s   office   for   the   08:00  

meeting   she’d   asked   Debbie   for   the   night   before.  

She   found   Xavier   ready   at   his   desk,   waiting   for   her   questions.   He   was   still  

excited   about   the   project   which   was   a   good   sign  

“Ok,   so   I’ve   been   doing   a   lot   of   thinking   and   planning   about   the   risk  

assessment   but,   before   I   dive   into   the   details,   I   wanted   to   get   a   sense   of   the   bigger  

picture.   Can   we   start   with   the   overall   intent,   Xav?   What   is   it   you   want   the   risk  

assessment   to   do?   What’s   it   actually   for   and   how   will   XYZ   Co   use   it?   That’s   going  

to   help   me   deliver   what   you   need.”  

Xavier   just   sat   there   looking   slightly   uncomfortable.   

‘Darn   it,’   Bobbie   thought,   ‘he   hasn’t   thought   about   that.   He’s   one   of   Toni’s  

‘build   a   house’   guys.’  

Suddenly,   he   leaned   forward   “Did   you   eat   yet,   Bobbie?”   Xav   didn’t   wait   for   an  

answer.   “I   just   realized   that   in   my   decrepitude   I   forgot   to   eat   breakfast   this  

morning   Let’s   go   grab   something   before   I   pass   out   at   my   desk.”  

He   got   up,   grabbed   a   few   things   from   his   desk   and   headed   out   the   door.  

“Debbie,   I   need   to   go   eat   and   Bobbie’s   going   to   make   sure   I   don’t   pass   out   at  

the   wheel.   We’ll   be   back   by   10:00.”  

 



 

Bobbie   heard   Debbie   remind   Xavier   about   a   10:30   call   he   had   as   she   hurried  

after   him,   catching   up   as   he   got   into   his   truck.  

“Don’t   worry,”   he   grinned   at   her   as   they   pulled   out   of   the   parking   lot,   “I’m   not  

that   addled.   I   think   I   can   get   us   to   breakfast   safely.”  

Shortly   afterwards,   they   were   seated   in   a   nearby   diner   she   always   saw   on   her  

way   into   work   but   had   never   visited.   Xavier,   on   the   other   hand,   seemed   to   be   a  

regular   and   had   been   shown   to   a   booth   in   the   back   where   coffee   and   toast   had  

started   to   arrive   without   much   in   the   way   of   conversation.  

“Well,”   Xavier   began,   “the   cat’s   out   of   the   bag.”   He   waved   his   arm   around   the  

diner.   “This   is   the   best   breakfast   in   Houston,   Bobbie.   I   don’t   normally   take   folks  

from   work   so   I   can   eat   in   peace.   But,”   he   went   on,   “I   occasionally   make  

exceptions,   particularly   when   I   want   to   have   a   conversation   without   everyone  

walking   by   my   office   eavesdropping.”  

“So,   ‘What   is   it   I   want   the   risk   assessment   to   do?   What’s   it   actually   for   and   how  

will   XYZ   Co   use   it?’   Big   questions,   Bobbie,   big   questions   indeed.”  

He   took   a   sip   of   his   coffee   and   smiled.  

“But   good   questions.   No   point   asking   someone   to   book   me   a   trip   without   me  

telling   them   the   destination.   So   here’s   the   deal.”  

Xavier   leaned   in   and   started   to   explain   the   situation   and   Bobbie   started   to   take  

notes,   lots   of   notes.  

The   short   version,   as   Xavier   put   it,   was   that   he   was   thinking   that   it   might   be  

time   for   him   to   step   away   from   the   business   but   he   wanted   to   leave   things   in   good  

 



 

shape.   And   part   of   that   was   to   put   a   few   things   in   place   before   he   left   to   give   the  

management   committee   a   couple   of   options.   

As   soon   as   he   mentioned   the   management   committee,   Bobbie   could   imagine   the  

difficulties.   Xavier’s   two   children   were   part   of   the   XYZ   management   team   and,  

although   they   were   both   competent,   they   both   had   different   views   about   where   the  

company   should   be   going.   And   sibling   rivalry   was   something   that   you   just   didn’t  

grow   out   of.  

Although   he   didn’t   say   as   much,   Xavier   seemed   to   be   taking   all   of   this   into  

account   in   his   planning.   His   overall   intent   was   to   make   sure   the   business   continued  

after   he   left   which   seemed   to   open   up   two   options.   The   first   was   for   some  

combination   of   the   existing   management   team   to   continue   to   run   the   business  

essentially   ‘as   is’.   The   second   was   for   the   business   to   look   for   a   conglomerate   that  

might   buy   it   in   as   a   specialist   division.   That   would   leave   XYZ   Co   as   a  

semi-autonomous   business   with   the   backing   of   a   large   firm   although   a   lot   of   the  

non   day-to-day   decisions   would   end   up   with   the   parent.  

“Here’s   the   thing,   Bobbie,”   Xavier   said,   putting   down   his   coffee,   “I   know   which  

option   I   want,   but   the   emphasis   there   is   on   the   ‘I’.   And   the   plan   is   for   me   to   step  

aside   so   it’s   not   about   what   I   want.   However,”   he   paused   for   a   moment,   “I’ve   also  

seen   companies   like   XYZ   fall   apart   within   months   of   the   founder   leaving.”  

Bobbie   nodded.   You   didn’t   have   to   work   in   Houston   -   or   the   oilfield   at   all   for  

that   matter   -   to   see   the   ‘mom-and-pop’   shops   disappear   as   soon   as   the   founding  

mom-and-pop   left.   Very   few   survived   when   control   passed   over   to   the   next  

 



 

generation.   And   that   was   assuming   that   the   next   generation   even   wanted   to   take  

over.  

“So   I   want   to   give   the   management   committee   a   couple   of   options   to   work   on.   If  

I   give   them   free-rein   it’s   going   to   be   a   goat-rope.”   Xavier   continued.   

“And   if   they   can’t   make   up   their   minds?”   Bobbie   asked.  

“Well,’   Xavier   continued,   “then   I   guess   it’s   up   to   the   shareholders   to   get  

involved   but   that’s   a   bit   of   a   last   resort.”  

“Uh,   the   shareholders…?”   asked   Bobbie.   “I   thought   we   were   private.”  

“We   are,   but   XYZ   isn’t   just   my   company.   Do   you   think   Debbie’s   been   here   since  

day   one   because   we   had   a   great   401K   back   then?”    Xavier   laughed   and   slapped  

the   table.  

“Bobbie,   we   had   nothing.   Nothing!   It   was   just   me   and   Jim   with   an   old   military  

surplus   jeep   and   a   welding   set.   We’d   just   left   the   Army   and…”   he   trailed   off.   

“Well,   that’s   a   story   for   another   day.   Anyway,   the   thing   is   that   it   was   just   a   few  

of   us   to   start   with.   Jim   and   I   were   the   welders.   Debbie   was   my   wife   Lizzie’s   best  

friend.   She   agreed   to   help   us   with   the   invoicing   part-time   but   that   ended   up   being  

full-time.   The   thing   was   that   we   couldn’t   even   pay   minimum   wage   so   we   proposed  

that   she   stay   on   a   part-time   salary   but   she   got   equity.   If   we   succeed,   we   all  

succeed.   If   we   fail,   at   least   she   got   paid   for   half   her   time.”  

He   paused.   “I’m   telling   stories.   Sorry.”   

The   point   is,”   he   continued,   “we   also   have   shareholders   so   if   the   management  

committee   can’t   agree,   then   we   kick   it   up   to   the   next   level.”  

 



 

He   paused   to   sip   his   coffee,   looking   thoughtful.  

“I’d   prefer   we   down   have   to   go   down   that   route   which   is   why   I   want   to   give   the  

management   committee   some   well-thought   out   options.   And   a   big   part   of   that   is  

your   project,   Bobbie.   It’s   going   to   be   a   big   help   with   our   operational  

decision-making   plus   we   will   need   it   when   -   sorry,   if   -   we   speak   to   anyone  

outside.”  

Suddenly,   Xavier   looked   at   his   watch.  

“Uh   oh,   it’s   09:50   and   Debbie   will   skin   me   alive   if   I   miss   this   10:30.   Let’s   head  

out.   He   dropped   a   couple   of   $20   bills   onto   the   table   and   waived   to   the   server   as  

they   headed   out   the   door.  

While   they   drove   back   to   the   office   Bobbie   leafed   through   her   notes.   There   was  

a   lot   to   process.   Xavier   broke   her   concentration   just   as   they   pulled   into   the   parking  

lot.  

“Just   remember,   Bobbie,   some   of   this   is   a   bit   sensitive.   For   right   now   anyway.”  

She   nodded   as   they   walked   towards   the   office.   “Just   remember   the   big   thing   from  

this   morning.”  

She   thought   for   a   moment   -   they   had   covered   a   lot   in   their   conversation   -   but   he  

cut   in   before   she   could   answer.  

Xavier   looked   around   with   exaggerated   caution   then   leaned   in.  

“Don’t   give   away   my   secret   breakfast   spot.”   He   whispered   conspiratorially   and  

winked   before   heading   upstairs.  

 



 

Bobbie   smiled   and   turned   towards   her   own   part   of   the   building.   She   had   the  

answers   to   her   questions   and   a   whole   lot   more.   Now   she   just   had   to   work   out   how  

to   put   it   all   to   use.  

  

 

 

 

 

   

 



 

Developing   the   project   plan  

 

 

Start   as   you   mean   to   go   on:   with   a   clear   objective   and   a   plan   of   how   you’re   going   to  

get   there.  

 

 

Planning   your   assessment   requires   you   to   answer   two   big   questions:   where  

are   you   going   and   why.   Alternately,   what   kind   of   risk   assessment   are   you   trying  

to   produce   and   what’s   it   going   to   be   used   for?  

This   kind   of   clarity   is   going   to   ensure   that   you   deliver   the   results   required   and  

it   will   help   to   get   (and   keep)   everyone   onto   the   same   page   as   you   progress.  

Without   this   kind   of   understanding,   it’s   very   unlikely   that   you   will   complete   the  

assessment   in   the   time   available.   Even   if   you   do,   you   might   not   have   answered  

the   original   question.  

So   you   need   to   plan   your   assessment   properly   before   you   ask   the   first  

question   or   open   up   a   spreadsheet.   I’ve   broken   that   down   into   five   steps.  

Five   steps   to   planning   your   project  

1. Establish   the   objectives,   scope   and   parameters  

2. Confirm   your   project   team   and   the   assistance   available  

3. Think   about   the   assessment   structure  

4. Consider   your   information   sources  

5. Write   up   your   project   plan  

 



 

 

There’s   a   project   planning   template   at   the   end   of   this   section   you   can   use   for  

your   own   project.   Keep   in   mind,   that   you   won’t   have   all   of   the   information   you  

need   right   now   and   this   project   plan   will   develop   and   become   more   detailed  

over   time.  

 

Establish   the   objectives,   scope   and   parameters  

This   begins   with   answering   the   big   question:   what’s   the   assessment   for?  

Ensure   that   you   are   clear   about   the   overall   objective   of   the   assessment   and   its  

scope.   Know   what   it’s   for,   what   you   need   to   cover,   what   you   need   to   omit   and  

who   the   client   is   (even   if   that's   someone   internally).   This   is   going   to   set   the   scene  

for   the   whole   assessment   and   any   inaccuracies   or   misunderstandings   here   could  

doom   the   whole   project   before   you   start.  

At   this   stage,   you   also   need   to   confirm   the   project   manager,   the   budget   and  

timeframe.   The   project   manager   may   well   be   you   but   there   might   be   someone  

else   overseeing   the   whole   project   that   you   need   to   report   to  

As   far   as   budget   and   timeframe   are   concerned,   you   need   to   look   at   these   in  

the   context   of   the   scope   of   the   assessment.   Might   travel   be   required   to   allow   you  

to   interview   key   people?   If   so,   is   that   feasible?   Do   you   need   to   use   a   consultant?  

And   what   about   time?   Two   months   might   be   sufficient   for   a   risk   assessment  

but   what   if   a   major   event   is   going   to   dominate   the   first   month   and   the   whole  

executive   team   will   be   unavailable?   What   about   holidays?   Think   about   both   the  

total   amount   of   time   available   and   the   amount   of   usable   time   you   have.  

 



 

You   will   have   time   to   review   and   revise   the   project   plan   later   but   start   to   think  

about   these   issues   of   time   and   budget   now.  

 

Confirm   your   project   team   and   the   assistance   available  

Know   who   will   be   able   to   assist   you   throughout   the   process   and   who   you   can  

call   on   for   specific   support.   This   group   will   break   down   into   permanent   team  

members   and   occasional   team   members.  

Permanent   members   are   those   who   are   going   to   participate   in   each   step   of   the  

assessment   even   though   they   probably   conduct   other   work   activities   in-between.  

This   group   is   your   core   assessment   team.  

Occasional   members   are   those   you   only   need   from   time-to-time.   For   example,  

you   might   want   a   particular   specialist   to   help   with   a   set   of   technical   interviews  

or   someone   to   help   with   administration   or   to   compile   the   final   report.  

Make   sure   that   you   have   the   authority   and   permission   to   use   these   people’s  

time   and   also   check   that   there   aren't   any   scheduling   conflicts   during   the  

assessment   timeframe.  

 

Think   about   the   assessment   structure  

You   won’t   need   to   apply   the   assessment   structure   for   a   while   yet   but   start   to  

have   this   conversation   now.  

● How   are   you   categorizing   things  

● What   methodology   are   you   using?  

 



 

● What’s   the   grading   system  

Working   this   out   now   will   make   designing   the   final   framework   easier   when  

you   get   to   that   stage.   This   also   makes   sure   that   everyone   is   on   the   same   page  

before   you   start.   Don’t   worry   if   you   don’t   have   answers   to   these   questions   yet,  

the   point   is   to   begin   the   conversation.  

 

Consider   your   information   sources  

Documents  

A   good   place   to   start   is   at   the   top:   the   annual   report   or   'About   Us'   page,   and  

then   work   down.   Compile   a   list   of   the   documents   that   are   relevant   to   the  

assessment.   Annual   reports   and   strategy   documents   are   useful   to   set   the   scene  

before   you   get   into   the   specific   policies   and   plans   that   are   relevant   to   the  

assessment.   You   don’t   need   to   gather   the   documents   now,   just   work   out   what  

you   need   and   start   to   think   about   where   you   can   get   these.  

One   point:   I   would   avoid   reading   old   risk   assessment   at   this   stage   as   these  

might   influence   your   thought   process.  

 

People  

Interviews   are   a   great   way   to   really   understand   the   organization   and   are   key  

to   a   good   assessment.   Plan   to   interview   as   many   people   as   time   allows   but   you  

need   to   prioritize   these.   Focus   on   the   key   leadership   positions,   subject-matter  

experts   and   the   owners   of   the   parts   the   organization   that   the   risk   assessment  

 



 

touches.   If   you   have   time,   speak   to   people   involved   in   the   activity   you   are  

considering   or   those   with   a   lot   of   experience   in   the   business   as   these   will   give  

you   additional   insights.  

Conducting   a   risk   assessment   is   a   big   project   and,   like   any   big   project,   there  

are   a   lot   of   things   between   you   and   success.   However,   there   are   five   common   risk  

assessment   problems   that   crop   up   time   and   time   again.   These   make   the  

difference   between   success   and   failure   no   matter   what   else   you   do.   Keep   these  

five   problems   in   mind   and   plan   accordingly   to   maximize   the   chances   of   success  

with   your   next   risk   assessment.  

And   that’s   it.   This   isn't   a   lot   of   work   and   I   guarantee   it   is   time   well   spent.  

 

Write   up   your   project   plan  

The   last   step   is   to   pull   all   of   this   together   into   a   project   plan.   This   doesn’t   need  

to   be   complicated,   just   a   summary   of   what’s   laid   out   above   will   be   sufficient.   If  

you   use   a   specific   project-management   process   or   tool   in   your   organization,   take  

all   the   info   you   have   and   apply   it   there.  

So   if   you're   tempted   to   jump   right   into   the   assessment   without   planning,  

don’t.   Assessments   are   hard   enough   to   get   right   as   it   is   and   delivering   on   time  

and   within   scope   can   be   even   harder.   Not   having   a   plan   up   front   is   just   going   to  

make   your   life   more   difficult   so   spend   45   minutes   or   an   hour   now   planning  

things   out.  

 



 

And   remember,   even   if   you   have   a   plan   in   your   head,   there's   a   team   and   a  

sponsor   who   are   also   part   of   this   project.   Writing   things   down   gets   everyone   on  

the   same   page   and   will   avoid   a   lot   of   heartache   later   on.  

 

   

 



 

 

Project   Planning   -   Summary  

Planning   your   assessment   needn’t   take   long   and   is   time   very   well   spent.  

Follow   these   five   steps   and   you   will   have   a   clear   project   plan   in   a   couple   of  

hours   (or   less).  

1. Establish   the   objectives,   scope   and   parameters  

2. Confirm   your   project   team   and   the   assistance   available  

3. Think   about   the   assessment   structure  

4. Consider   your   information   sources  

5. Write   up   your   project   plan  

 

This   will   ensure   that   you   remain   focused   on   the   objective   and   are   working   with  

the   resources   and   time   available.   Even   if   you   have   all   this   information   in   your  

head,   writing   this   down   gives   you   a   reference   and   something   to   share   with   the  

others   involved.  

Start   as   you   mean   to   go   with   clarity   and   a   deliberate   purpose.  

 
 

   

 



 

Risk   Assessment   Project   Planner  

 

Use   these   headings   to   capture   the   key   information   to   design   your   assessment  

project.   Then,   use   the   scheduling   assistant   to   develop   a   project   plan   and  

timetable.   ( Both   are   available   as   downloads   on   the   download   page. )  

 

Risk   Assessment   Project   Planner   headings  

Organization   name  
Client   /   internal   sponsor  
Location   /   project   /   opportunity   being   assessed  
Assessment   objective  
Scope   (include   anything   excluded   from   the   assessment)  
Assessment   start   date  
Report   deadline  
Parameters  

Other   fixed   timings  
Budget  
Resources  

Assessment   team  
Team   lead  
Other   members  

Assessment   Structure   (if   known)  
Categories  
Methodology  
Grading   system  

Key   documents   required   (e.g.   strategy,   annual   reports,   project   plans,   top-level  
policies   and   procedures,   org   chart)  
Interviewees    (Add   interview   dates   once   scheduled)  

Role  
Name  
Interview   date   /   time  

 


